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1 Introduction 2 Syllabus

At the University of Miskolc, Faculty of Mechanical
Engineering and Informatics, Department of Automation we
have a specialisation of Industrial Automation and
Communication in the Electrical Engineering BSc.

The next table contains the subjects of this

The saftey and reliability related definitions and calculations:
e Reliability.

e Unreliability.

e Availability.

e Unavailability.

specialisation: e Probability of Failure.
e Mean Time to Failure.
Title Lecture Practice ¢ Mean T¥me to Repair. _
(hours per week) | (hours per week) e Mean Time Between Failures.
Microcontrollers 2 2 e Failure Rate.
WEB Services and Technologies : 2 e Safety Availability.
Industrial Data Communication and 2 2 e MTTEFS.
SCADA Systems I Di tic C
Industrial Data Communication and 2 2 * 1agnostic ) overage. L. .
SCADA Systems IL The types of failures: cause, description, handling.
Field Instrumentation 2 2 The failure modes and effects analysis (FMEA).
Control Engineering Software 2 2 The failure modes, effects and diagnostic analysis (FMEDA).
Project Work 0 : The fault tree analysis (FTA): symbols and method.
Safety Control Systems 2 2 Definitions and calculations for series, parallel and k-out-of-n
L";"glal Teghnfc'ligm 2 3 124 network topologies.
e The Markov modeling.

Model construction.
Common-Cause failures.
Software failures.

In this paper we introduce our Safety Control Systems
course.
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Safety software and the ,,V”” model.

System architectures:

e lool, loolD.

e 1002, 1002D, 1002D with comparison.
e 2002,2002D.

e 2003.

Risk, risk reduction.

The evolution of industrial safety standards.
The philosophy of safety in the IEC 61508 standard.
The safety lifecycle.

HAZOP analysis.

An example from the oil industry.

The determination of SIL level with quantitative and
qualitative methods.

SIL categories and architectures.

Examples from oil and chemical industry.
The architecture of a safety PLC.

Certified safety function blocks.

The IEC 61511 standard.

FAT test.

The safety of machinery.

Performance levels.

The ISO 13849-1 standard.

The IEC 62061 standard.

Documentations.



3 Our safety systems

In our PLC and Industrial Communication Systems laboratory
we have safety PLCs, a DCS system with SIS capability and a
programmable safety controller.

On these systems the students can learn:

how to connect the sensors and actuators to the controller,

how to configure the I/O channels,

how to write and test safety programs.

3.1 Siemens S7 F systems

Hardware components:

CPU 315F-2 DP.

CPU 315F-2 PN/DP.

SM 326 F DI modules.

SM 326 F DO modules.

SM 336 F Al module.

ET200M PROFIBUS DP interface.
ET200S PROFIBUS DP interface.
F DI and DO modules for ET200S.
ET200pro PROFINET interface.

F DI and DO modules for ET200pro.

Software components:

S7 F Systems.

SIMATIC Safety Matrix Engineering Tool.
SIMATIC Safety Matrix Editor.

3.2 PILZ systems

Hardware:
PSS SB 3047-3 Al compact safety control system.
Decentralised I/O module with SafetyBUS:
DI8SOS.
DI16.
Decentralised I/O system — PSSuniversal (2 pcs each):
H SB DP — Head unit with SafetyBUS, PROFIBUS DP.
E F PS1 — failsafe supply module.
E S 4DI — standard I/O module.
E F BSW — Block Switching Module.
E S 2DO 2 — standard I/O module.
E S 4DO 0.5 — standard I/O module.
E PD - standard supply module.
E F PS-P — failsafe supply module.
E F 2DO 2 — failsafe I/O module.
E F 2DOR 8 — failsafe I/O module.

E F 4DO 0.5 — failsafe I/0 module.
E F PS — failsafe supply module.

E F DI OZ 2 — failsafe I/O module.
E F 4DI — failsafe I/O module.

Software:

PSS WIN-PRO configuration tool.

PSS Assistant configuration tool for the PSSuniversal
decentralised I/O system.

3.3 Trisafe demo case (Phoenix Contact)

Hardware:

PSR-TRISAFE safety controller.

Moeller LS-11 limit switch for door opening monitoring (2
pcs.).

Emergency stop button.

Push button (2 pcs.).

Lamp (2 pcs.).

Electrical outlets for wiring.

Software:

SAFECONF configuration tool.

SISTEMA - Safety Integrity Software Tool for the Evaluation
of Machine Applications.

3.4 ABB AC 800M HI

Hardware:

PMS865 High Integrity controller with SM811 co-processor.
PROFIBUS DP interface.

PROFIBUS PA interface.

Foundation Fieldbus interface.

Software:
System 800xA

4. Software Tools

In the education we can use different software tools.

The SIMATIC Safety Matrix is an engineering tool for its
SIMATIC Process Safety Systems. The Safety Matrix
software merges into one tool the traditionally separate
steps of creating a cause and effects matrix diagram and
configuring the safety system. This software tool simplifies
the design, specification, implementation, testing and
maintenance of a process safety system.

The SISTEMA software utility provides developers and
testers of safety-related machine controls with
comprehensive support in the evaluation of safety in the
context of ISO 13849-1. The tool enables to model the
structure of the safety-related control components based
upon the designated architectures, thereby permitting
automated calculation of the reliability values with various
levels of detail, including that of the attained Performance
Level (PL).

Relevant parameters such as the risk parameters for
determining the required performance level (PLr), the
category of the SRP/CS, measures against common-cause
failures (CCF) on multi-channel systems, the average
component quality (MTTFd) and the average test quality
(DCavg) of components and blocks, are entered step by
step in input dialogs. Each parameter change is reflected
immediately on the user interface with its impact upon the
entire system. Users are spared time-consuming
consultation of tables and calculation of formulae, since
these tasks are performed by the software. The final results
can be printed out in a summary document.

With exSILentia Viewer we can open a demo project
which contains two SIFs. For the students it is very
informative to see how to set the parameters for a SIF.

5. Future plans

Our students have designed and created devices for testing
purpose. With them we can generate 0-10V or 0-20mA to
test the voting logics and the logic solver.

In the future we want to write teaching materials for the
students to help them to understand this very important part
of the process and machine industry.



